WORLD INTELLECTUAL PROPERTY ORGANIZATION 
Intemaiional Bureau 




PCX 

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(51) International Patent Classification 7 
H04Q 7/32, H04L 29/06 



A2 



(11) International Publication Number: 
(43) International Publication Date: 



WO 00/18161 

30 March 2000 (30.03.00) 



(21) International Application Number: PCT/FI99/00769 

(22) International Filing Date: 20 September 1999 (20.09.99) 



(30) Priority Data: 

982031 



21 September 1998 (21.09.98) FI 



(71) Applicant (for all designated States except US): NOKIA MO- 

BILE PHONES LTD. [FI/FI]; Keilalahdentie 4, FIN-02150 
Espoo (FI). 

(72) Inventors; and 

(75) Inventors/Applicants (for US only): LINDEN, Mikael [FI/FI]; 
Elementinpolku 15 C 25. FIN-33720 Tampere (FI). KURKI. 
Teemu [FI/FI]; Taavantie 16, FIN-33880 Lempaala (FI). 

(74) Agent: TAMPEREEN PATENTTITOIMISTO OY; Hermi- 
ankatu 6, FIN-33720 Tampere (FI). 



(81) Designated States: AE, AL, AM, AT, AT (Utility model), AU, 
AZ, BA, BB, BG, BR, BY, CA, CH, CN, CR, CU, CZ, CZ 
(Utility model), DE, DE (Utility model), DK, DK (Utility 
model), DM, EE, EE (Utility model), ES. FI, FI (Utility 
model), GB. GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, 
JP, KE, KG, KP. KR, KZ, LC, LK, LR, LS, L-T, LU, LV, 
MD, MG, MK, MN, MW, MX, NO, NZ, PL, PT, RO, RU, 
SD. SE, SG, SI, SK, SK (Utility model), SL, TJ, TM, TR, 
TT, TZ, UA, UG, US, UZ, VN, YU, ZA, ZW, ARIPO 
patent (GH, GM, KE, LS, MW, SD, SL, SZ, TZ, UG, ZW), 
Eurasian patent (AM, AZ, BY, KG, KZ, MD. RU, TJ, TM), 
European patent (AT. BE, CH, CY, DE, DK, ES, FI, FR, 
GB. GR. IE, IT, LU, MC, NL, PT, SE), OAPl patent (BF, 
BJ, CF, CG, CI, CM. GA, GN, GW, ML, MR, NE, SN, 
TD, TG). 



Published 

Without international search report and to be republished 
upon receipt of that report. 



(54) Title: METHOD FOR UTILIZING LOCAL RESOURCES IN A COMMUNICATION SYSTEM 




(57) Abstract 

The invention relates to a method in data transmission between a first mobile station (MS, MSI, MS2). a second mobile station (MS, 
MSI, MS2), and advantageously also a server (3, SERVER), wherein the first mobile station (MS. MSI, MS2) and the second mobile 
station (MS, MSI, MS2) comprise protocol means (100-106) for generating and directing a request (REQUEST) which contains at least 
address information (URI, URL, URN) for identifying the destination of the request (REQUEST), and wherein at least the first mobile 
station (MS, MSI, MS2) comprises a first local resource (SC. 4), such as a smart card, connected to the same. In the information, the 
address information (URI, URL, URN) of the request (REQUEST) is established to identify said first local resource (SC, 4), and the request 
(REQUEST) is generated and directed at least partly with the help of said protocol means (100-106). 



FOR THE PURPOSES OF INFORMATION ONLY 
Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT. 



AL 


Albania 


ES 


Spain 


LS 


Lesotho 


SI 


Slovenia 


AM 


Armenia 


Fl 


Finland 


LT 


Lithuania 


SK 


Slovakia 


AT 


Austria 


FR 


France 


LU 


Luxembourg 


SN 


Senegal 


AU 


Australia 


GA 


Gabon 


LV 


Latvia 


sz 


Swaziland 


AZ 


Azerbaijan 


GB 


United Kingdom 


MC 


Monaco 


TD 


Chad 


BA 


Bosnia and Herzegovina 


GE 


Georgia 


MD 


Republic of Moldova 


TG 


Togo 


BB 


Barbados 


GH 


Ghana 


MG 


Madagascar 


TJ 


Tajikistan 


BE 


Belgium 


GN 


Guinea 


MK 


The former Yugoslav 


TM 


Turkmenistan 


BF 


Burkina Faso 


GR 


Greece 




Republic of Macedonia 


TR 


Turkey 


BG 


Bulgaria 


HU 


Hungary 


ML 


Mali 


TT 


Trinidad and Tobago 


BJ 


Benin 


IE 


Ireland 


MN 


Mongolia 


UA 


Ukraine 


BR 


Brazil 


IL 


Israel jj . 


MR 


Mauritania 


UG 


Uganda 


BY 


Bclants 


IS 


Iceland 


MW 


Malawi 


US 


United States of America 


CA 


Canada 


IT 


Italy ' 


MX 


Mexico 


uz 


Uzbekistan 


CF 


Central African Republic 


JP 


Japan 


NE 


Niger 


VN 


Viet Nam 


CG 


Congo 


KE 


Kenya^ 


NL 


Netherlands 


YU 


Yugoslavia 


CH 


Switzerland 


KG 


Kyrgyzstan 


NO 


Norway 


ZW 


Zimbabwe 


CI 


Cdie dMvoire 


KP 


Democratic People's 


NZ 


New Zealand 






CM 


Cameroon 




Republic of Korea 


PL 


Poland 






CN 


China 


KR 


Republic of Korea 


PT 


Portugal 






cu 


Cuba 


KZ 


Kazakitan 


RO 


Romania 






cz 


Czech Republic 


LC 


Saint ll'ucta 


RU 


Russian Federation 






DE 


Germany 


LI 


Liechtenstein 


SD 


Sudan 






DK 


Denmark 


LK 


Sri Lanka 


SE 


Sweden 






EE 


Estonia 


LR 


Liberia 


SG 


Singapore 







Q 9 



wo 00/18161 PCT/FI99/00769 

1 

Method for utilizing local resources in a communication system 

The present invention relates to a method in a communication system 
according to the preamble of claim 1 . The invention also relates to a 
5 communication system according to the preamble of claim 11. 
Furthermore, the invention relates to a wireless communication device 
according to the preamble of claim 12. 

There are known wireless communication systems, such as the PLMN 

10 (Public Land Mobile Network), which is a communication network based 
on a cellular system. One example that can be mentioned is the GSM 
900 mobile communication network according to the GSM standard 
(Global System for Mobile Communications). The cells of the 
communication network are distributed within a wide geographical area, 

15 and mobile stations (MS), such as mobile phones, which are connected 
to the communication network via base stations BS. move from one cell 
to another. These mobile phones are distinguished from each other by 
means of a subscriber-specific identification code, wherein 
communication, such as data transmission or an audio call, is possible 

20 between two mobile stations. The identification code is, for instance, an 
IMSI code (International Mobile Subscriber Identity). The 
communication network takes care of routing information via base 
stations and mobile services switching centers (MSG), by utilizing 
register data which indicate the location of the mobile station in the area 

25 of the cells of different base stations. Furthermore, the following 
wireless communication networks should be mentioned: GSM-1800, 
GSM-1900, PDC, CDMA, US-TDMA, IS-95, USDC (IS-136), iDEN 
(ESMR), DataTAC, and Mobitex. 

30 In order to perform data transmission and processes connected with 
data transmission in communication devices, such as servers and 
wireless communication devices, which are connected to a 
communication network, a set of communication rules must be 
available for defining the allowed messages and the function of the 

35 participants of the data transmission at the different stages of the 
communication. As is well known, one such set of communication rules 
in data transmission is a protocol used by the devices to communicate 
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with each other. For data transmission especially in wireless 
connmunication networks, a wireless application protocol WAP is 
developed, which will be used as an example in the following 
specification. One version of the WAP application protocol is specified 
5 in the WAP Architecture Version 30-Apr-1998 publication (Wireless 
Application Protocol Architecture Specification; Wireless Application 
Protocol Forum Ltd, 1998), which is published in the Internet, and which 
includes for example a description on the architecture of the WAP 
application protocol. By means of the WAP application protocol, it is 

10 possible to define a series of protocols on different levels, which can be 
used to develop new services and devices e.g. for digital mobile 
communication networks based on a cellular network. For example, the 
WAP application protocol has already been developed for SMS 
services (Short Messaging Service), USSD services (Unstructured 

15 Supplementary Services Data), CSD services (Circuit Switched Data), 
and GPRS services (Global Packet Radio System) of the GSM 
network, and for the services of the IS-136 and PDC network. 

The WAP application protocol is designed to describe those standard 
20 components that enable data transmission especially between mobile 
stations (client) and servers of the communication network (origin 
server). In order to gain access to servers located in the WWW 
network, the WAP uses a gateway which also functions as a proxy 
containing functions for data transmission between a WAP protocol 
25 stack and a WWW ptotocol stack (HTTP, TCP/IP), as well as functions 
: for coding and decoding the content (WML, Wireless Markup 
Language, or HTML) of the information for data transmission. In the 
WAP, specified presentation formats are used to define the content of 
the information and the applications. The content is transferred using 
30 standardized data transmission protocols. A so-called browser or a 
microbrowser is used in the wireless communication device to control a 
user interface (Ul). 

The application layer in the architecture of the aforementioned WAP 
35 application protocol applies a defined architecture of a wireless 
application environment WAE. The purpose of the WAE application 
environment is to provide operators and service providers with an open 
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environment, by means of which it is possible to create a large group of 
services and applications on top of different wireless communication 
methods functioning as a platform. The different WAE applications of 
communication devices follow a procedure used in the Internet World 
5 Wide Web (WWW) network, in which different applications and 
information are presented by means of standardized presentation 
formats and browsed for example with known WWW browsers. 
Consequently, in order to use different resources of communication 
devices, the servers and the information of the Internet network are 

10 labelled with a URI address (Uniform Resource Identifier) which is 
independent of the location, and the presentation format of the 
information is supported by the browser used, and is, for example, 
HyperText Markup Language (HTML) or JavaScript. On the other hand, 
the WAE application environment especially takes into account the 

15 requirements of the wireless communication devices and wireless 
communication networks. At present, according to prior art, the WAE 
applications (user agents), such as browsers, only support the WSP/B 
protocol. For example browsers communicate with a gateway server via 
a WSP layer (Wireless Session Protocol) of the WAP protocol stack, 

20 which will be described later. The gateway, in turn, provides functions 
for converting the data transmission protocol so that access to the 
resources of a WWW sen/er using the HTTP protocol would be 
possible. According to prior art, the WAP protocol stack is described in 
more detail in the aforementioned publication, and the WAE application 

25 environment is described in more detail e.g. in the WAP WAE Version 
30-Apr-1998 publication, published in the Internet (Wireless Application 
Protocol Wireless Application Environment Overview; Wireless 
Application Protocol Forum Ltd, 1998). 

30 The URI addresses are used to locate resources by providing the 
location of the resource with an abstract identification. When the 
resourse is located, the system can subject the resource to different 
procedures which depend on the application and on the purpose of 
pursuing access to the resource. As Is well known, several different 

35 data transmission protocols are used in this context, of which for 
example the HTTP (HyperText Transport Protocol), FTP (File Transfer 
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Protocol), MAILTO (Electronic Mail Address), and GOPHER (The 
Gopher Protocol) can be mentioned. 

As is well known, the URL address used by the HTTP is utilized to 
5 indicate resources which are available in the Internet network, for 
example in its servers, by using an HTTP data transmission protocot, 
and it has the format: 



h4tp://<lhost>:<poiit>/<paltlhi>, 

10 

in which the data transmission protocol used can be deduced from the 
"hnp" part, "<lhioslt>" represents the domain name or the IP address 
(Internet Protocol) of the server in the communication network, "<poiit>" 
represents the number of the port, and it can also be left out, because 

15 data transmission protocols use a default port. Furthermore, "<pa«lh>" 
describes the resource in question in more detail and functions as a 
selector in the HTTP. The prefix 7/" illustrates that the address follows 
the data transmission protocols used in the Internet network. A more 
precise indication of the resources by means of the "<patlh>" part 

20 varies in different data transmission protocols, and in addition to that, it 
is possible to provide a "<user>" part between the "//" and "<lhost>" 
parts to indicate the user, as in the FTP, and a "<passwor-d>" part to 
indicate a password. The resource can also be identified by means of a 
URN name (Uniform Resource Naming), wherein it is possible to use 

25 only a name instead of a URL address, and the URN name is modified 
to a URL address when necessary. The URI address and the protocol 
(access algorithm) to be used, form a URL address (Uniform Resource 
Locator) to identify the resource. 

30 As is well known, resources refer to a area (such as a directory or a 
file), a program (such as an application), or a peripheral device (such 
as a printer) allocated in the server of the data transmission network for 
collective use. In the prior art, however, problems often occur which 
relate especially to the use of these local resources. These local 

35 resources can include for example content and files, as well as 
applications contained in the same communication device, and 
peripheral and auxiliary devices connected to the same. Local 
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resources can also be located in a peripheral device, such as a SIM 
card (Subscriber Identity Module) or a smart card, connected to a 
wireless terminal, such as a mobile phone. At present, for example the 
WAP application protocol contains no specification for methods for 
5 utilizing these local resources coupled to a wireless communication 
device. 

In connection with WWW communication networks, there are such 
known agents as for example the WWW browsers Netscape Navigator 

10 and Microsoft Internet Explorer. A function known from the Navigator 
browser is the viewing of local files which are stored in the local hard 
disc of a data transmission device, typically a computer. The browser 
opens a file stored on the hard disc, reads its content and presents it in 
an intelligible format to the user. This browsing of files is implemented 

15 as an extension to the browser. Consequently, all necessary command 
primitives and references to the services (i.e. system functions) 
provided by the operating system software controlling the actual 
operation of the device, are built in the program code of the browser in 
order to implement the browsing of files. This can be implemented for 

20 example by means of a so-called standardized API interface, i.e. an 
application programming interface. 

In the WAE application environment, the above-described facts would 
entail for example that an API interface was arranged for each WAE 

25 application of a wireless communication device for coupling to a smart 
card. Correspondingly, the interface of the smart card would be 
responsible for transmitting low-level commands (command APDU) to 
the smart card. The responses given by the card are then transmitted 
back to the application via interfaces. Known methods to attend to the 

30 coupling are the Open Card Framwork specification and the PC/SC 
specification. However, the specifications differ from each other, and 
thus each WAE application should take the differences and various API 
interfaces into account. 

35 Another possibility is to arrange the WAE application in such a way that 
it would be in direct communication with a resource, such as a smart 
card, which is physically coupled to the mobile station. This would mean 
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that the WAE application would be responsible for transmitting 
command primitives (command APDU), the functions being 
programmed in the WAE application. This would create a significant 
problem, because it would be necessary to provide each WAE 
5 application with the necessary command primitives for each different 
local resource. This would also have the result that for new resources, 
the WAE applications would have to be supplemented with the 
necessary command primitives so that these resources could be 
implemented. That would create a significant need to update the WAE 
10 applications, a limited possibility to use the new resources, and a 
barrier to the implementation and development of new resources. 

The purpose of the present invention is to provide a method that 
enables applications utilizing the used application protocol to gain 
15 efficiently access to local resources in a straightfonward and efficient 
manner. A particular purpose of the invention is to introduce a new 
method to enable applications applying the WAP application protocol to 
gain access to local resources, which include for example a SIM card of 
a mobile station, or an attachable smart card. 

20 

The central principle of the invention is to utilize the protocol stack used 
in order to utilize local resources. Another central principle of the 
invention is to apply an indication corresponding e.g. to the URL 
address when referring to local resources. 

25 

The method in the communication system according to the invention is 
characterized in what will be presented in the characterizing part of the 
appended claim 1. The communication system according to the 
invention is characterized in what will be presented in the characterizing 
30 part of the appended claim 11. The wireless communication device 
according to the invention is characterized in what will be presented in 
the characterizing part of the appended claim 12. 

A considerable advantage of the Invention is, that it is possible to avoid 
35 including a standardized API interface or necessary command 
primitives in the application, and nevertheless, local resources can be 
utilized flexibly. Thus, for example the complexity of WAP applications 
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is reduced considerably, and the implementation of applications in the 
mobile station is facilitated as well. The changes required to implement 
the invention in WAE applications are small, because the mechanisms 
already available in the WAE application (GET and POST methods, 
5 etc) are utilized. In the mobile station, the changes required by the 
invention can be advantageously implemented with changes in tfie 
application software which controls the functions of the mobile station. 

The principle of the WAP application protocol is that a mobile station 
10 functioning as a client contacts a server which is located in the 
communication network. The advantage of the invention is that this 
principle can still be applied, wherein to gain access to the local 
resources, the application makes a request to the lower protocol layer 
and also receives a response which the server, in this case a local 
15 resource, has generated and transmitted to the client. A further 
advantage of the invention is that the principle can also easily be 
expanded for example in such a way that the local resource can receive 
requests from another mobile station or server too, not only from the 
one containing the smart card. In that case, the interface of the smart 
20 card functions like a server. 

The local resource can also transmit requests to other mobile stations 
and servers, and, furthermore, also to the mobile station to which it is 
attached. The advantage therein is that the smart card, such as a SIM 
25 card, can transmit a request to the sen/er, for example to update 
applications functioning in a SIM card from the server of the operator 
(download). 

The principle of the invention can also be implemented in a situation 
30 where the smart card is communicating with another smart card. An 
example that can be mentioned is the transfer and relay of payments 
from one smart card to another. Thus, one of the smart cards can be 
connected to a server functioning in the network, and a protocol stack 
according to the invention is implemented in the server. By means of 
35 tl;ie "<lhiost>" part of the URL address, it is possible to indicate said 
server. The user attaches the smart card into the mobile station, after 
which an application is activated for setting up a connection to the 
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server, the application being loaded from the server and implemented 
for example by means of a WMLScript command language. 

A particular advantage of the invention e.g. in connection with the WAP 
5 application protocol is that it is possible to efficiently utilize functions 
connected with the HTTP data transmission protocol of the WSP/B 
protocol already known as such. These include, for example, GET, 
PUT, and POST requests. Consequently, the header fields of the HTTP 
protocol can also be utilized in the data transmission, as well as the 
10 headers of the HTTP protocol for authentication. Correspondingly, it is 
possible to utilize efficiently the methods of the WWW communication 
network for authorization or data transmission. 

A further advantage of the invention is that it can be used to conceal 
15 the structure and implementation of the local resource from the user of 
said resource. When several implementations of the local resource, for 
example a memory module, a smart card or both of them, are coupled 
to the mobile phone, their lower level interfaces typically are very 
different. By means of the invention it is possible to use them in the 
20 same way, because both resources appear to the user as servers with 
which communication is effected by means of the WSP/B protocol and 
via the interface (Local Resource Interface). Thus, the user does not 
have to understand the real structure of the resource, and the low level 
interface through which the communication takes place. 

25 

In the following, the present invention will be described in more detail 
with reference to the appended figures, in which 

Fig. 1 is a reduced diagram showing a communication system 
30 applying the invention, 

Fig. 2a shows a protocol stack of an application protocol applying 
the invention, 



35 Fig. 2b is a reduced diagram showing the application and logical 
structure of a protocol stack in the application protocol 



wo 00/18161 



PCT/FI99/00769 



9 

presented in Fig. 2a in implementing the client/server 
hierarchy, 

Fig. 3 is a reduced diagram showing the application and logical 
structure of the client/server hierarchy presented in Fig. 2b 
in the same wireless communication device, 



Fig. 4 is a diagram showing an implementation according to a first 
preferred embodiment of the invention, 

10 

Fig. 5 is a diagram showing an implementation according to a 
second preferred embodiment of the Invention, and 

Fig. 6 is a sequential diagram showing how a request and a 
15 response are generated and directed according to the 

invention in the embodiment according to Fig. 5, 



Figs. 7a — 7b Illustrate alternative Implementations for utilizing a local 
resource in connection of the protocol stack presented in 
20 Fig. 2a, and 

Fig. 8 is a diagram showing an implementation according to a third 
preferred embodiment of the invention. 

25 Fig. 1 is a reduced diagram showing a communication system known 
as such in which It is possible to apply the invention. Communication 
devices. I.e. wireless communication devices MS1 and MS2, 
advantageously mobile stations (MS) function as clients 1 and are 
connected to a gateway 2, which is advantageou^lly a server and which 

30 adapts the different data transmission protocoj|, used to each other. 
The clients 1 utilize advantageously a public|.land rpobile network 
(PLMN), such as the GSM network and the G§M GPRS network, In 
order to Implement wireless data transmission. The base station 
subsystem (BSS) of the mobile communication network (PLMN) is 

35 known as such and comprises base transceiv||t stations (BTS) and 
base station controllers (BSC). The mobil#* station MSI , MS2 
communicates with a base transceiver station via a radio channel, and 



wo 00/18161 



X. 

PCT/FI 99/00769 



10 

the base transceiver station communicates further with a base station 
controller. The base station controller, in turn, communicates with a 
mobile services switching center (MSG). Mobile services switching 
centers can, in turn, communicate with each other and with servers in a 
5 public switched telephone network (PSTN). The base station controller 
can also communicate with a public packet data network (PDN). The 
aforementioned origin or content server 3 can be located either in the 
PSTN network or in the PDN network, wherein the gateway server 2 
uses these networks in data transmission. The sen/er 2 can 

10. communicate either with the base station subsystem or with the mobile 
~ services switching center in the PLMN network. Thus, the server 2 can 
be located either in the PLMN network itself or in the PSTN network, 
and it is obvious that the content server 3 and the gateway server 2 can 
be physically located in the same communication device. Furthermore, 

15 it is obvious that to implement the gateway 2, several separate servers 
can be used. 

The invention can also be applied in a communication system in which 
the communication between different data transmission devices, such 

20 as servers 2 and clients 1, takes place by means of short distance IR 
data transmission (infrared), LPRF data transmission (Low Power 
Radio Frequency), SDRF data transmission (Short Distance Radio 
Frequency), or inductive data transmission, wherein data transmission 
distances in the range of a single communication network are typically 

25 shorter than in the mobile communication network. 

Smart cards are typically small cards manufactured in the size of a 
credit card, which, laminated in plastic, contains a micro controller as 
well as electronic circuits and memory circuits required for the function 

30 of the micro controller. Furthermore, the surface of the card typically 
contains electrical contacts, via which it is possible to transmit operating 
voltages to the card and to transfer control and data signals between 
the card and a reading/writing device for the card. There are also 
known methods in which signals and operating voltages of the card are 

35 transmitted wirelessly, for example as high frequency electromagnetic 
signals, between the card and the reading/writing device for the card. 
Smart cards are used for example as charge cards in various 
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applications, for example in public telephones, as change cards, as a 
means of payment in public transport, etc. A smart card used in mobile 
phones is a so-called SIM card, which in modern mobile phones is 
typically a small-sized mini-card inserted in the telephone. The function 

5 of the card is, for instance, to store subscriber data and identifications 
(PIN, Personal Identification Number), and thus the card determines the" 
subscriber number of the telephone. The SIM card can also contain a 
stored list of telephone numbers or a group of short messages, as well 
as various data and set values related to the communication network 

0 used. This data is utilized increasingly by different applications at the 
same time when the quantity of data to be stored in the smart card is 
increased and diversified. 

In the following specification, the smart card Is used as an example of a 
5 local resource in connection with which it is possible to apply the 
invention. It is, of course, obvious that within the scope of the claims, 
the invention can also be applied to utilize another local resource, in 
order to avoid the above described problems and to gain advantages. 

0 Fig. 1 also presents a smart card SC, known as such, which is a mini- 
card, i.e. a SIM card to be inserted in a mobile station. The smart card 
SC comprises means known as such which communicate with each 
other and which are intended to control the functions of the smart card 
SC and to implement data transmission (not shown in the figure). 

5 These means comprise, for example, a control unit (CPU) for 
controlling the function of the smart card on the basis of a program 
code stored in a program memory (ROM), and~ in a data memory 
(EEPROM) it is possible to store various user-specific data. During the 
function of the smart card SC|';the random access memory (RAM) can 

0 be used as a temporary storage location for data. A bus adapter 
(DATA-I/O) on the smart caW SG adapts, the. cprnmunication device 
functioning as a device for reading the smart card SC, for example a 
mobile station MS1, -MS2, to connection lines; and, to a control and data 
line. Physically, the smart card SC is coupled to the contacts available 

5 in the mobile station typically via its electrical contacts 4. The features 
and the purpose of the smart .card SC can be set by storing an 
application software corresponding to the pu^ose of use, in the 
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program memory of the card SC advantageously at the manufacturing 
stage of the card. However, new technologies that make it possible to 
download applications to the smart card are being developed. Also, the 
protocols related to the interface of the smart card SC in connection 
5 with data transmission are taken care of by the application software 
used. 

Further referring to Fig. 1, the mobile station MSI and MS2, for 
example a mobile phone, also comprises (not shown in the figure) 

10 - means, known as such, for establishing a data transmission connection 
^ to the mobile communication network, . means for reading the data of 
the smart card SC, such as a SIM card, and for storing the data on the 
SIM card, a control unit (CU) for controlling the different functions of the 
mobile station, which control unit advantageously comprises a micro 

15 controller unit (MCU) and a control logic circuit, such as an ASIC circuit 
(Application Specific Integrated Circuit). The functions include for 
example controlling the display and reading the keypad. The control 
unit also contains a memory attached to it, such as a read-only memory 
(ROM) and a random access memory (RAM). The function of the 

20 mobile station is controlled by means of an application software, which 
is responsible e.g. for implementing the protocols used in data 
transmission. The function of the mobile station is prior art known by 
anyone skilled in the art, and thus it is not necessary to describe it in 
more detail in this context. Known devices include the Nokia 8110, 

25 61 10 and 31 10 mobile phones. As is well known, there are also devices 
-- available which contain two different user interfaces, for example the 
user interfaces of a mobile phone and a PDA device (Personal Digital 
Assistant). One such known device is the Nokia 9000 Communicator. 

30 The aforementioned WAP application protocol is used in the following 
specification as an example of data transmission protocols to clarify the 
method according to the invention which is the object of this 
specification. In the following specification, said WAP clients and WAP 
servers refer advantageously to the clients and servers applying the 

35 WAP application protocol in the communication network. It is, of 
course, obvious that within the scope of the claims, it is also possible to 
apply the invention in connection with another application protocol, 
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wherein the WAP indication mentioned in this specification will be used 
to refer to the use of this application protocol. 

With reference to Fig. 2a, the protocol stack 100 (WAP Protocol Stack) 
5 in an OSI layer model of an advantageous WAP compatible system 
contains the following layers listed downwards from the top layer: 

an application layer 101 for the wireless application 
environment WAE, which also comprises functions for a 
browser, which functions comprise a wireless mark-up 
10 language (WML), a WMLScript command language, and 

WTA services and WTA interfaces for telephone functions 
and programming interfaces, as well as content formats 
necessary for presenting information, 
a wireless session protocol (WSP) of a session layer 102, 
15- a wireless transaction protocol (WTP) of a transaction layer 

103, 

a wireless transport layer security protocol (WTLS) of a 
security layer 104, intended to be used in connection with a 
WAP transport protocol, 

20 - a transport layer 105 for data packets of a wireless 

datagram protocol (WDP), which data packets also contain 
address information of the destination and other necessary 
information in addition to the actual data, 
different bearer services 106, which include for example 

25 transmission of short messages, circuit-switched data 

transmission and packet-switched data transmission. 

To describe the different functions, the layer model advantageously 
refers to an ISO/OSI layer model known as such. The upper layers 

30 (WAE, WSP, WTP, WTLS) of the WAP architecture are independent of 
the data transmission network used, but the WDP layer 105 has to be 
applied according to the data transmission method used at a time, for 
example on the basis of the GSM network or special requirements. The 
WAP protocol stack also allows other services and applications 1 07 to 

35 utilize the WAP stack by means of specified interfaces. ,^ 
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Figs. 7a and 7b illustrate the above-described alternative methods for 
utilizing a local resource. However, these methods entail problems 
which the invention aims to eliminate. Fig. 7a presents the use of a 
fixed API interface 70 to utilize a smart card SC, for example to read 
5 the content of a file contained in the smart card. In this context, an 
advantageously standardized interface 72 of the smart card SC 1s 
utilized. Fig. 7b presents another alternative, in which the necessary 
functions 71 , advantageously references to the system functions of the 
smart card SC, are included in a WAE application 101 to utilize the 
10 smart card SC directly by means of the application 101. By means of 
the invention, however, the aim is to utilize the functions and definitions 
of the protocol stack 100 presented in Fig. 2a. 

The purpose of the data transmission network and system is to provide 
15 the clients and servers located in the network with a communication 
channel, wherein the protocol stack 100 is utilized at the same time 
according to Fig. 2b in a way known as such. Fig. 2b presents the 
described logical structure of the client/server hierarchy, which 
comprises a client 1 located in a mobile station MS and a server 3 
20 located in a communication network. WAE applications 101 (i.e. 
clients 1) make a request to the WSP layer 102 by means of available 
command primitives. The layer 102 in question transmits the request 
further to the server 3. 

25 Fig. 3 presents the application of the invention, wherein the server 3 
(i.e. the interface 4 of the smart card) is located in the same device MS 
with the client. Logically, the server 3 seems to be located in the 
communication network, wherein the request made by the client 1 is 
conducted according to the invention as if the server in question was a 

30 conventional server. According to the invention, the protocol layers are 
responsible for transmitting the request to the smart card SC interface 
4. WAE applications 101 use the service primitives provided by the 
WSP layer 102 to transmit requests to the server 3. The server 3 
processes the request and transmits a response to the client 1 (i.e. to 

35 the application 101). The primitive types of these service primitives can 
be divided for example into following types known as such: 
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the request conducted by an upper layer to obtain services 
from a lower layer, 

the indication by means of which the layer providing 
services notifies an upper layer e.g. of a request made by a 
5 client or an activity initiated by the protocol, 

the response, by means of which an upper layer notifies"B 
lower level that it has received an indication, 
the confirmation, by means of which the layer providing 
services confirms the maker of the request that the function 
10 is completed successfully. 

The primitive types describe logical data transmission between 
adjacent layers in an abstract manner, and, unlike the API interface, 
they are not used to describe the actual implementation in detail. 

15 

According to Fig. 3, the use of two protocol stacks 100 in the same 
device MS is not necessary when implementing the invention, but it is 
possible to use one protocol stack 100 according to Fig. 4. According to 
the first preferred embodiment of the invention, it is possible to notice in 

20 the WSP layer 102 that the URL address, i.e. the network address, 
used by the application 101, advantageously a browser, refers to the 
smart card SC, wherein requests can be addressed directly to the smart 
card interface 4. With reference to Fig. 5, according to the second 
preferred embodiment of the invention, the interface 4 of the smart card 

25 can be logically located above the WDP layer 105, wherein the port 
numbers included in the request can be used to separate the smart 
card SC and the applications 101 of the communication device from 
each other. Thus, a separate port number i.e. a port is allocated for the 
interface 4 of the smart card. 

30 

The interface 4 of the smart card can also be logically located above 
the WTLS layer 1 04, wherein it is possible to utilize the functions of the 
security layer 104 in request transmission. Correspondingly, the 
interface 4 of the smart card can also be located above the WTP layer 
35 103, especially in the case of connection-oriented data transmission. In 
both aforementioned cases, a separate port number is allocated for the 
interface 4 of the smart card. 
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Further referring to Fig. 5, according to a preferred embodiment of the 
invention, the WAE application 101 transmits a request to a local 
resource, advantageously to the smart card SC, by using the service 
5 primitives of the WSP layer 102. Correspondingly, the interface 4 of the 
smart card conducts the request to the smart card SC. The smart card" 
SC gives a response to the interface 4 of the smart card, which 
generates a necessary response and transmits it to the WAE 
application 101. In more detail, the smart card SC is defined as a new 

10 . server 3, which responds to requests related to the smart card SC. 
Thus, with respect to the WAE application 101, the smart card SC is 
■ like any server 3 located in the communication network, wherein logical 
transaction corresponds to the normal transaction of the protocol stack 
100 according to Fig. 3. Requests are not, however, always directed to 

15 the communication network, but lower layers direct the requests to the 
interface 4 of the smart card, which can be located physically in the 
same device (MS) with the WAE application. 

The WSP layer provides means for exchanging the information content 

20 between the applications of the client 1 and of the server 3. The 
services and protocols defined (WSP/B, Wireless Session 
Protocol/Browsing) are adapted especially for browser type 
applications. The WSP/B contains protocols both for a transport service 
of packets (datagram) in connectionless data transmission and for a 

25 - transaction service of the session service in connection-oriented data 
: transmission. The WSP/B follows closely the definitions of the HTTP 
data transmission protocol and supports applications which are 
HTTP/1.1 compatible. For example, methods such as GET, PUT and 
POST used by the HTTP can be used to retrieve (GET) or to transmit 

30 (PUT, POST) information. The header fields of the HTTP protocol can 
be utilized for giving information related to the content type of the 
message. It is also possible to use the header of the HTTP protocol for 
authentication. Correspondingly, the methods of the WWW 
communication network for authorization and data transmission can be 

35 utilized efficiently. 
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The invention is implemented in the WSP layer in such a way that the 
data transmission protocol used is deduced from the URL address, for 
example in this context "sc://", referring to the smart card, and the 
server used, described by the "<hos1t>" part of the URL address. The 
5 requests whose address information begins with a reference "sc:///", 
are, according to the invention, directed to the interface of the smart 
card. According to the first preferred embodiment of the invention, and 
with reference to Fig. 4, this is effected via the WSP layer 102, and 
according to the second preferred embodiment of the invention and 
10 with reference to Fig. 5, this is effected via the WDP layer 105. 

According to a preferred embodiment of the invention, the URL address 
to be used is formulated in the following way when the local resource is 
a smart card: 

15 

sc://<host>:<poift>/<u[rll-path>, 

in which the "sc://" part refers to the smart card and the "<hos1t>" part 
to the device to which the smart card Is connected. When the "<lhos«>" 

20 part is omitted, it can be assumed that the address refers to a smart 
card connected physically to the same mobile station. The "<port>" 
part can also be omitted, if a default port is used. Since a mobile station 
can simultaneously contain various smart cards, which, in turn, contain 
several different files which one wishes to browse or retrieve 

25 information from, these are separated from each other by means of the 
"<yirB-path>" part, for example in the following way: 

sc:///s5m/_7F2A/_6F05. 

30 In the following, an implementation of the invention according to Fig. 5 
will be described, in which the smart card interface 4 is located above 
the WDP layer 105. The WDP layer 105 is located above bearer 
services 106 which are supported by different communication networks 
(GSM. GSM GPRS, etc). In this context, for example the 

35 communication system according to Fig. 1 will be utilized in a way 
known as such. The WDP layer 105 provides services for upper layers 
101 — 104, which can thus be in transparent communication via the 
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available bearer services 106. By means of the used port number, an 
upper layer entity is identified, which can be a WTP transport protocol 
1 03, a WSP session protocol 1 02 or an application 1 01 . 

5 Fig. 6 presents a command sequence for using a local resource, 
especially a smart card SC, by means of a WAP application ICTl 
(browser) particularly in connectionless data transmission. In the 
example, a request is made by means of a GET method to a SIM card 
4 coupled to a mobile station MS. By means of a user interface (Ul) 5, 

10- the user enters (stage 201) in a WAE application 101, which is e.g. a 
r browser, a determined URL address 6, in which the "sc:///" part refers 
to the smart card SC, i.e. SIM card 4, coupled to the mobile station MS 
in question. The address entered by the user has, for example, the 
format "sc:///som/SomeAppnca48on/SomeFSle". At the next stage 202, 

15 the browser 101 calls the service primitives of connectionless data 
transmission in the WSP layer 102, in order to transmit a GET request 
to the smart card interface 4. Here, the WSP layer 102 uses (stage 
203) a corresponding command primitive of the WDP layer 105, in 
order to transmit a WSP/B request to the smart card interface 4. A 

20 destination address used in the request refers to the mobile station MS 
Itself, and a destination port number refers to a default port number 
allocated for the smart card interface 4. The request used in Fig. 6 
(stage 203) is an service primitive T-DUnitdata, known as such, which 
is used to transmit data in a datagram, and by means of which it is 

25' - possible to transmit parameters describing the destination address, the 
V destination port, i.e. the address of the application 101 connected to the 
destination address, the source address, the source port, and user data 
transmitted by the WDP protocol 105. In the request, all this information 
has to be given, but in an indication, the destination address, the 

30 destination port and the user data are advantageously sufficient. The 
destination address can also be an individualizing MSISDN number, an 
IP address, an X.25 address, or another identification, known as such. 
The parameters are transmitted in a way known as such in packet 
transmission, wherein the packet contains for example header 

35 information and data, which information is coded in the packet into bit 
sequences of fixed size, typically octets, which are transmitted by 
means of the data transmission method used. 
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With reference to Fig. 6, at the next stage, the WDP layer 105 detects 
that the destination address belongs to a local mobile station MS, i.e. to 
the wireless communication device MS, to which the smart card SC is 
5 coupled as well, wherein the indication is transmitted (stage 204) to the 
appropriate port in the smart card interface 4. The smart card Interface 
4 processes the indication and processes the WSP/B request by 
making the necessary requests to the smart card SC (stage 205). After 
this, the smart card SC gives the content of the desired file to the smart 

10 card interface 4 (stage 206), after which the interface 4 encapsulates 
the content in the WSP/B response and transmits (stage 207) it as a 
request to the WDP layer 105. At the next stage 208, it is detected in 
the WSP layer 102 that the destination address and the destination port 
of the request belong to the browser 101 of the local mobile station MS, 

15 and the indication is transmitted (stage 208) to the WSP layer. After 
this, the WSP layer 102 transmits (stage 209) a WSP/B response to the 
browser 101 , and the browser 101 presents the content of the file to the 
user (stage 210), advantageously by using the user interface 5. The 
aforementioned WSP/B requests and responses can contain necessary 

20 header information, related, for example, to the content type of the 
message and to the authentication and authorization of the user. 
Furthermore, they can include data relating to the compression method 
used and data for parity checking. 

25 In the above-described example, the user activates the use of local 
resources by giving a URL address by means of the user interface of 
the mobile station, which user interface is implemented in a way known 
as such by utilizing the display and keypad of the mobile station. In a 
preferred embodiment of the invention, the application Itself can effect 

30 the activation, typically in order to retrieve information stored in the 
memory of the SIM card. Furthermore, it is obvious that according to 
the invention, also a server coupled to the communication system can 
request information from the smart card coupled to the mobile station. 
Fig. 8 illustrates the invention further in its third preferred embodiment, 

35 wherein a local resource, for example a smart card SC, receives 
requests also from clients 1 (i.e. from browsers 101) other than those 
located in the same mobile station MS with the smart card SC. In this 
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case, the interface 4 of the smart card operates like a server located in 
a network. In these different cases, the method already presented in 
Fig. 6 will be applied, which method can be implemented by anyone 
skilled in the art on the basis of the presented example. In this context, 
5 it has to be noted that the method also utilizes bearer services 106 
according to Fig. 8 to transmit a request between mobile stations. The 
communication network available is also utilized therein. 

The present invention is not restricted solely to the above described 
10- examples, but it can be modified within the scope of the appended 
claims. For example, the presented protocol stack can be implemented 
in a wireless communication device in which data transmission or the 
communication system is based on the previously mentioned IR, LPRF, 
SDRF data transmission, and in which the used bearer service is 
1 5 adapted for this data transmission. 
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Claims: 



1. A method in a communication system, which system (N, PLIVIN, 
PSTN, PDN) is arranged for transmitting information, such as requests 
5 (REQUEST), between a first mobile station (MS, MSI, MS2), a second 
mobile station (MS, MS1, MS2) and a server (3, SERVER) connected 
to the communication system (N, PLMN, PSTN, PDN), wherein at least 
the first mobile station (MS, MSI, MS2) and at least the second mobile 
station (MS, MSI, MS2) comprise protocol means (100 — 106) for 

10 generating the request (REQUEST) and directing it to the 
communication system (N, PLMN, PSTN, PDN), which request 
(REQUEST) contains at least address information (URI, URL, URN) for 
identifying the destination of the request (REQUEST), and wherein at 
least the first mobile station (MS, MSI, MS2) comprises a first local 

15 resource (SC, 4) coupled to the same, and in which method: 

the request (REQUEST) is transmitted by the first mobile 
station (MS, MS1, MS2), the second mobile station (MS, 
MS1, MS2), or the server (3, SERVER), 

20 

characterized in that: 

the address information (URI, URL, URN) of the request 
(REQUEST) is generated to identify said first local resource 
25 (SC, 4), and 

that the request (REQUEST) for said first local resource 
(SC, 4) is generated and directed at least partly with said 
protocol means (100 — 106). 

30 2. The method according to claim 1 , characterized in that: 

the request (REQUEST) is generated in the second mobile 
station (MS, MSI , MS2), or in the server (3, SERVER), 
that the first local resource (SC, 4) coupled to the first 
35 mobile station (MS, MSI, MS2) is selected as the 

destination for the request (REQUEST), and 
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that the request (REQUEST) is transmitted at least partly by 
means of the communication system (N, PLMN, PSTN, 
PDN). 

5 3. The method according to claim 1, clhairac^erilzedl in that: 

the request (REQUEST) is generated in the first mobile 
station (MS, MS1 , MS2), 

that the first local resource (SC, 4) connected to the first 
10 mobile station (MS, IVISI, MS2) is selected as the 

destination for the request (REQUEST), and 
that the request (REQUEST) is transmitted and directed by 
with the protocol means (100 — 106) of the first mobile 
station (MS, MSI, MS2). 

15 

4. The method according to claim 1 , chairaclterSzed in that the request 
(REQUEST) is generated at least partly by a local resource (SC, 4) 
connected to the second mobile station (MS, MSI, MS2), or to the 
server (3, SERVER). 

20 

5. The method according to any of the claims 1 to 4, characteriizedl in 
that address information (URI, URL, URN) identifying the local resource 
(SC, 4) is entered into the application (101, BROWSER) by the user, to 
retrieve information from said local resource (SC, 4), which application 

25 (101, BROWSER) is provided in the mobile station (MS, MSI, MS2) 
advantageously to present information for the user by means of a user 
interface (Ul) of the mobile station (MS, MSI, MS2), and which 
application (101, BROWSER) is connected to the protocol means 
(100—106) to transmit said address information (URI, URL, URN). 

30 

6. The method according to any of the claims 1 to 5, chacacteirozed in 
that the request (REQUEST) is transmitted advantageously to receive 
an indication (INDICATION) from the local resource (SC, 4), which 
indication (INDICATION) is directed at least partly with the help of said 

35 protocol means (100 — 106) to the mobile station (MS, MS1, MS2) or 
server (3, SERVER) which made the request (REQUEST). 



wo 00/18161 



9 



PCT/F199/00769 



23 

7. The method according to any of the claims 1 to 6, characterozedl in 
that a WAP application protocol is applied to establish the protocol 
means (100—106). 

5 8. The method according to claim 7, characteozed in that a connection 
is established at least from a WSP layer (102), a WTP layer (103)73 
WTLS layer (104), or a WDP layer (105) to an interface (4, SC 
INTERFACE) of said local resource (SC, 4), which interface (4, SC 
INTERFACE) is connected to said local resource (SC, 4), and which 
10 WSP layer (105), WTP layer (103), WTLS layer (104), or WDP layer 
(105) forms at least a part of the protocol means (100—106) of the 
WAP application protocol. 

9. The method according to any of the claims 1 to 8, characterized in 
15 that a URI address, a URL address, or a URN name is used as address 

information. 

1 0. The method according to any of the claims 1 to 9, characterozed in 
that a smart card, such as a SIM card, connected to the mobile station 

20 (MS, MSI , MS2) is used as a local resource (SC, 4). 

11. A communication system, which system (N, PLMN, PSTN, PDN) is 
arranged for transmitting information such as requests (REQUEST) 
between a first mobile station (MS, MSI, MS2), a second mobile station 

25 (MS, MSI, MS2) and a server (3, SERVER) connected to the 
communication system (N, PLMN, PSTN, PDN). wherein these 
comprise protocol means (100—106) for generating a request 
(REQUEST) and directing it to the communication system (N, PLMN, 
PSTN, PDN), which request (REQUEST) contains at least address 

30 information (URI, URL, URN) for identifying the destination of the 
request (REQUEST), and wherein at least the first mobile station (MS, 
MS1 , MS2) comprises a first local resource (SC, 4) connected thereto. 



35 



characterized in that: 



wo 00/18161 



PCT/FI99/o'o769 



24 

said first local resource (SC, 4) is arranged to be identified 
by means of the address information (URl, URL, URN) of 
the request (REQUEST), 

that the request (REQUEST) addressed to said first local 
5 resource (SC, 4) is arranged to be generated and directed 

to said first local resource (SC, 4) at least partly with tfie 
help of said protocol means (100 — 106), and 
that the communication system (N, PLMN, PSTN, PDN) is 
arranged to transmit the request (REQUEST) addressed to 
10 said first local resource (SC, 4) by the second mobile station 

(MS, MSI , MS2) and/or the server (3, SERVER). 

12. A wireless communication device comprising protocol means 
(100 — 106) for generating and directing a request (REQUEST) which 

15 contains at least address information (URl, URL, URN) to identify the 
destination of the request (REQUEST), and which wireless 
communication device (MS, MSI, MS2) advantageously comprises a 
local resource (SC, 4) connected thereto, clharacterized in that: 

the local resource (SC, 4) is arranged to be identified on the 
basis of the address information (URl, URL, URN) of the 
request (REQUEST), and 

that the protocol means (100 — 106) are arranged for 
directing the request (REQUEST) to said local resource 
(SC, 4). 

13. The wireless communication device according to claim 12, 
chairacteirozed in that said protocol means (100 — 106) are arranged for 
directing and transmitting a request (REQUEST) received by said 

30 wireless communication device (MS, MSI, MS2), a request 
(REQUEST) generated in said wireless communication device (MS, 
MSI, MS2), or a request (REQUEST) according to both these 
alternatives, to said local resource (SC, 4). 

35 14. The wireless communication device accordih'g to claim 12 or 13, 
chairaclteirDzed! in that said protocol means (100—106) are arranged 



20 



25 
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also to direct and transmit an indication (INDICATION) received as a 
response to the request (REQUEST) from the local resource (SC, 4). 

15. The wireless communication device according to any of the claims 
5 12 to 14, characterized In that said protocol means (100 — 106) are 

also arranged for directing and transmitting the request (REQUEST) 
generated by said local resource (SC, 4). 

16. The wireless communication device according to any of the claims 
10 12 to 15, characterized in that the local resource (SC, 4) is a smart 

card, such as a SIM card. 

17. The wireless communication device according to any of the claims 
12 to 16, characterized in that the address information (URI, URL, 

15 URN) comprises a URI address, a URL address, or a URN name. 
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(57) Abstract 

The invention relates to a method in data transmission between a first mobile station (MS, MSI. MS2), a second mobile station (MS. 
MSI, MS2), and advantageously also a server (3, SERVER), wherein the first mobile station (PJi'S, MSI, MS2) and the second mobile 
station (MS, MSI, MS2) comprise protocol means (100-106)- for generating and directing a request (REQUEST) which contains at least 
address infonmation (URL URL, URN) for identifying the destination of the request (REQUEST), and wherein at least the first mobile 
station (MS, MSI, MS2) comprises a first local resource (SC, 4), such as a smart card, connected to the same. In the information, the 
address information (URI, URL, . URN) of the request (REQUEST) is established to identify said first local resource (SC, 4), and the request 
(REQUEST) is generated and directed at least partly with the help of said protocol means (100-106). 
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